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Fifth Solvay International Conference on Electrons and
Photons (October 1927). The leading figures Albert
Einstein and Niels Bohr disagreed:

Albert Einstein: ,God does not play dice!”

Niels Bohr: ,Einstein, stop telling God what to do!”

In telecommunications random signals are called noise.
Noise impairs the performance of any communication link.

Noise is a macroscopic description of quantum effects!

1 - The dispute between famous scientists



A log N =noise spectral density Shot noise:

Py=Af-hv
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2 - Noise spectral density
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3 — Black-body thermal radiation
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5 — Thermal equilibrium
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6 — Natural noise sources
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T' = amplifier noise temperature reduced to the input!

Lossless

antenna n=1
Tl Ampllfier BandpaSS PS ':G-PS

filter Af

P’
P’

~ [—o | A7

N

~ | (S) _
output

Py'=GAf k(T T o)
ermal S| e
Amplifier N Jouipa A S kg (T +T )

noise
thermal k,~138-10"J/K T,=290K
noise

k, T
10log,, lin J°~—174dBm/Hz

Apparent noise at the input

Py=Af k(T +T,,) Different noise sources are

not correlated, therefore

NOISe POWErS or noise
temperatures are summed!

9 — Receiver signal-to-noise ratio
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10 — Chain noise temperature




Lossless P,'=G-Afky(T +T,,)

Amplifier Bandpass P,'=G-P,
S ) P, filter Af
input

antenna mM=1

N/
)

Nonsense A property of
definition N Afk,T, N _ . Ty an amplifier

of the F= GP, I T, can not be a
noise figure: o GASI (T, +T,) function of T !

T
Sensible definition F:1+T—RX @ T,=290K &> T,=T,/(F-1)

0

T Fa
Logarithmic units FdB:1Olog10F:1010g10(1+TRX) - TRX:TO(IO10 —1)

11 — Amplifier noise figure
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: Bandpass G-P,
G-P filter Af Pg'=
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Lossless {

Attenuator examples T ,~T,=290K
Frequent case T ,~T,=290K F'~aqF F.'~a,+F

T T —_
Fragtg =gl 148 |=g. F lossy antennc.z c.de . 10log,,m
T, T, lossy transmission line ag

Fg'~agthF g lossy bandpass filter agy
13 — Attenuator noise passive—mixer 10ss dgp




Satellite Free—space radio link Py=P,. .G GRX-( 2 A
nr
transmitter
Transmit
antenna G, Transmitter Receiver

S —P.G.l.xz.GRX
N output = = Aka 4TCI" (TA+TRX>

)z

System
Receiving ground station
(G/T)— Gy K Receive = — Fs
(T ,+T ) antenna G p, N Jouspus A fokp(T 4T )

Amplifier Bandpass

G 1K
— [ter A
(G/T)dB/K IOIOglo(TA_l_TRX) [dB/K] - Jilter A f
T ~ |—o
T +T 4 [ o
(GIT =Gy an— 1010g,,—E [dB/K] AR ~

14 — G/T figure of merit Receiving ground station




. _ Gain Noise tempe | Noise figure
Ampllfler device G [dB] rature TRX [K] FdB [dB]
Vacuum tube with control
grid (triode, pentode) 1020 16009000 815
Vacuum tube with speed
modulation (klystron, TWT) 2050 300030000 1020
Parametric amplifier 1015 755300 153
(room temperature)
Si BJT, JFET or MOSFET 104520 755300 153
(room temperature)
GaAs FET or HEMT 10515 205120 0.31.5
(room temperature)
GaAs FET ali HEMT
(liquid-nitrogen 77K) | 1013 3 0105
Stor GaAs MMIC 10525 | 17051600 2658
amplifier
Operational amplifier 40100 10*10" 16566

15 — Noise of active components
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,,,,,,, Amplifier (transistor) with
Description of noise properties i .~ uncorrelated noise sources U, Iy
Uy dy > gy, Tpory

Ry |1“g—r0|2
Z (1—|rg|2)-|1+r0|2

T,—T,f
(1 —|Fg|2)-|l+F0|2

F=F,, +4 =F, +4r,

Fuy=lowest noise figure at U =T, in linear units (not in dB/)
[ ,=optimum source reflectivity for F,, (unrelated to [S]!)

R : ,
V= Z—N =normalized noise resistance (usually 7 ,=50Q) RHALEIONRAUILN

K are usually NOT

unconditionally
16 — Noise parameters stable amplifiers!




Amplifier Bandpass filter
A f=200kHz

Non —directional
P.=?
antenna A

>
> F
PN dB

S * (i) >10dB
N |

3.
N )
Fa (%):10 Y >10
TRX:TO-(lo”) —1):290K-(3.162—1):627K ky~138-10 “J/K

T ,~T,=290K I

P =A f k(T +T,,)=200kHz-1.38-10 > J/K-(290K+627K)=2.531-10 "W

S P,
PS:PN.(N) 2.531-10 "W-10=2.531-10 “W P =10log, —— — = 106dBm

Simplified calculation exclusively in case T ,~T,=290K

PSdBmN<S/N>dB+(Af)dB-Hz+<kB T0>dBm/Hz+FdB

k,T
(kyT,) s, =10l0g,,——~—174dBm/Hz (Af)dBHZ—IOIOgm(lA}{) 53dB-Hz

ImJ
P . ~10dB+53dB-Hz—174dBm/Hz+5dB=—106dBm

Z

17 — Example: the sensitivity of a GSM phone




Two different receivers #1 and #2:

F,=1dB > T,,=75K
F,=0.5dB > T,,=35K

AF ,=F —F,=0.5dB

S

T,+T
—) =10log,,| =———=-
N Jap

I+ T gy

) =1010gmleK+75K]:2.37dB
dB

Vegetation 20K+35K
1=290K
Amplifier Bandpass
lter A
Ground soil P flter AJ
1=290K G ~ e
TS ~~ [—*

18 — Change of S/N versus F Receiving ground station




Signal generalor S D S

P,

Oscillator

Attenuator a d]; i
Shielding>150dB /

50dB<a ;<150dB

Coupling via radiation?

(1) Required S/N
before demodulation?

Additional requirements for the test (2) Required S/N
source (signal generator) for sensitivity after demodulation?
measurements of radio receivers:

(1) Shielding>150dB (3) Required BER?
(2) T =T =T =290K

19 — Receiver-sensitivity measurement




Cold | Amplifier P,=GAf k(T +T,,)
resistor R Switch under test
T Power meter
1

N/
N /™

HOt Band
Ipass -
resistor R filter A f Pz—G’Af‘kB'<T2+TRx)
T, C

The unknowns G-A f-k,

cancel in the Y ratio! Resistor type Temperature

y = P, _ Iy T gy Antenna into cold sky ~20K
Py T+ Ty Liquid N, cooled R 77K

r L-r Antenna into absorber ~290K

S T,=290K

R at room temperature ~290K

F_=10log,, |1+ (Tyz:f) YT” ! Light-bulb filament as R|  ~2000K
L Tonized gas as R ~10"K

6
20 — Hot/cold method Avalanche breakdown ~10°K




28V l lkHz Device under [E
. test | Mixer amplifier
Noise
head ~
T2 / Tl T A Detector
Usually 5 . o 10 Tost
T ~T,=290K oo Calibration ; e

ENR=10log,,(T,/T,)

: : : G, A f =uncertain!
Two measurements without calibration: wldf

_ P, T,+T,+T,/G,

Y_PI_T1+TD+TM/GD Four measurements with calibration:
- :TZ—Y-TI_TM € Inown G (1) PIZGMGDAka<T1+TD+TM/GD)
"Ty-1 G, D (2) P,=GyGpA fhs(To+Tp+ T,/ Gp)
{ (T.=vT T (3) P3:GMAka<T1+TM)
F ,=10log,,| 1 +—- 2Y—1 I—GM (4) P,=GyAfky(T,+T,)
v D Solve 4 equations for 4 unknowns:

21 — Noise-figure meter Ty, Gp, Ty and (G,A [k




Decision
threshold

_______________
- ~ e
. ~
4 ~
.
. S
4 -~

. Symmetric threshold: P,,,=P,, =BER

2

17 b o0 -
s - Ly BER:f lA — ¢ YL g
: 0O )
UN:a-l-jb y 4 2 00
T erfc(x):ﬁf e_uzdu
Gaussian i o 0
distributionof ~ p(a)= TN 20 BER =1 orfe S
probability density OV2m 2 \/< U P
of the in-phase a bz N
and quadrature jb R Y I AP
noise components (b)= oV Py=a|lUy Py=a(U,[)
> 12 2 2 2
f— p— P
<‘UN‘ )=(a”)+{b")=20 BERzlerfc —
22 _ Bit-Error Rate (BER) calculation 2 v




(SIN), | BER (SIN), | BER BER | (S/N), BER | (S/N),
-5dB | 23.6% 8dB |[1.9.107% 30% | -8.6dB 107 | 11.3dB
-4dB | 18.6% 9dB  [3.4.10™° 10% | -0.8dB 34108 | 11.7dB
-3dB | 15.9% 10dB | 3.9.107° 3% 2.5dB 1078 12dB
-2dB 13.1% 11dB | 2.6+10°" 1% 4.3dB 3.1079 | 12.3dB
-1dB | 10.4% 12dB | 9.1079 0.3% | 5.8dB 109 | 12.6dB
-0dB 7.9% 13dB |1 3.10-10| | 0.1% | 6.8dB 10-10 | 13.1dB
1dB 5.7% 14dB g 8.10-13| | 3.1074 | 7.7dB 10-11 | 13.50B
2dB 3.8% 15dB |9 2.10-16| | 104 8.4dB 10-12 | 13.9dB
3dB 2.3% 16dB |2 3.10-19| | 3.10° | 9.1dB 10-13 | 14.30B
4dB 1.3% 17dB |g.8.10°24| | 10° | 9.60dB 10-14 | 14.70B
5dB 0.6% 18dB  |1.4.10°29| | 3.10°© | 10.1dB 1015 | 15dB
6dB 0.24% 19dB | 1036 10 | 10.5dB 10-16 | 15.3dB
7dB  |7.7.10°4| | 20dB | 104 3.10-7 | 11dB 10-17 | 15.60B

(SIN) ., | BER (SIN) . | BER BER | (S/N), BER | (S/N),

23 — BER <-> S/N table for BPSK




Bit-Error Rate Shannon

BER P
A C=A flog,| 1+—>
| NoA f
0.5 —
0.1 o~
as
0.01 — 2 o 64-QAM
=3 C/Af<6bit
| =
0.001 — | <
[ BPSK
- = E C/g];)sshlzit
T . 16-QAM
o 0p)
10° = C/nf=2bit C/Af<4bit
< 12dB < 9.5dB < 7.4dB
10° >
| 1 eas | | | | |
-10dB -5dB 0dB 5dB 10dB 15dB 20dB 25dB

24 — BER for different modulations 10log, (S/N)




Bit-Error Rate Shannon MESSAGE

BER P
A lim C=C,=——
1 A > Noln 2
0.5
0.1 Unprotected BPSK | QPSK IR0
1
0.01 — 3 BER:—CI‘fC\/i
1 2 N NOISY
> COMMUNICATION
0.001 — _ CHANNEL
g CORRUPTED!
10" — = NASA
v deep
10° — space FEC
0.5dB 23A f DECODER
10log, (S/N)
-6
10 | e | | | > MESSAGE
-10dB -5dB ~ 0dB 5dB 10dB CORRECTED!

25 — Forward Error Correction (FEC)




U
Steady — state Nout

oscillation H(mo)-\/EZI P, Valid at
<P,

:UNin+H((D).\/6.UN0ut

P

Nout

Equivalent Resonator T,
noise source s R, T 5 U. = U yin _
To~T,=290K L : Nou ™1 H ()G
To+To~TyF o H(o) . "
----------- Ampll](ier ZR:ROMI+RCu+Rin
A Spectrum :
Carrier P,(m,) - SR 1
log|F(o)| TV H(w)/G= e
SR+ jol+—— 1772005,
joC
(DOL N el L+ Do
Phase [ 0,= SR U o™= U i (1 j2QLA(u)
i \noise
2
Thermal P ™ P | 14] 5
erma out n 2QLA 0
oo EA(D Amplitude and
/;/ . phase noise ,
w,=1/VLC @ P ~p ,1+( /o )
] . Nout Nin 2Q Af
26 — Oscillator phase noise L




Normalized Saturation removes amplitude dP,,

:NOZkB(TR-I-TG)NkBTOF

phase —noise noise P,=P,,./2 df
spectral density
log L(A f) 1 dP, 1 fo Vlk,1,F f
_ 1 ar, 1 0 HNpfol” C -1

Phase noise only  p =cqrrier power 1/ noise

1+( Jo
20,Af

2

-3
OL(Af) L(Af)dBc/HZZIOIOgm%.

k,T,F
PO

Simplified
1/ f noise phase noise Jo
a(Af)” O,Af

Thermal moise
% | ‘~~ s
Offset from carrier log|A f

27 — Leeson's equation




1/ f noise usually does not -~
have a clear explanation! Saturated & 3
A Noi amplifier F' ~ D
one Surface g
Jigure devices S 5
log F'' : Upcon 5 ‘%
Si-MOSFET verted 2=
GaAs-MESFET noise = 3
GaAlAs-HEMT, A sl
Thermal : Thermal
1/ f noise . aore Af
Flicker noise /;/ g <
Pink noise Carrier * f
Bulk F'=F (1+%)Eincreased LF noise!
devices
SI-BJT W hite thermal noise
SI-JFET
| | >
f -~1kHz f -~1MHz Frequency log f

28 — 1/f noise




The loaded resonator p > ey T f
quality O defines the L(A f)—l - 5. ’ )
. . 27"\ 20,a7 Po a sl
oscillator phase noise!
Variable-frequency Q Fixed-frequency Q
oscillators L oscillators L
RC VCO ~1 RC multivibrator ~1
BWO tube ~1 LC resonator 30100
Varactor-tuned LC VCO 1030 Cavity resonator 1000-3000
YIG (Y Fe O ) oscillator] 3001000 Ceramic 100053000
dielectric resonator
AT-cut quartz crystal
Frequency (fundamental mode) 300010000
multiplier AT-cut quartz crystal
ysta
XN (third/fifth overtone) | | 00030000
o _ Electro-optical 10° (noisy!
The phase noise multiplies with delay line ($) ~10” (noisy!)
the square of the frequency Sapphire dielectric 5
multiplication factor! resonator ($$9) ~3.10
Red HeNe LASER ~10°

29 — Resonator quality Q




Normalized Reference f
phase —noise (crystal ) I rer X N Divider
spectral density ’\ f+=N
Phase

AlogL(Af ) *s
|dBc/Hz | ‘\ comparator
‘S
S
- ‘s§ >. ~ Filter Afloop
. : >
Control inside A f,,, \\ ~~ Logs cidba?

A floop < fREF

Free—running VCO

phase noise
Reference

. 2
phase noise-N

I i Thermal noise

s
30 — Phase-Locked Loop (PLL) Offset from carrier log|A f|




2 | L(Af)dAf

O'cp:

Example QPSK \/ 7

f MIN

3 :"' fMAX: A fmodulation

~
b

>/
4 f MIN — A f carrier —recovery

Modulation constellation rotation

Spectrum Af,
loglF(f)  P=Py [ L(Af)dAS
A p |

0!

7/
Adjacent-channel interference

31 — Effects of phase noise

1<ig|F(f)| o, = 2ff AfPLIAf)dAS
deviation=*0,

Spectrum \/ I

Usual choice
J max=3kHz

S vy =50Hz
(S/N)
_7/ f

Residual FM

speech

J wax
__ 1
=T \/2 [ Lag)day

f MIN

+o0, |

[
>

f MIN =A f clock —recovery

f MAX Nf clock
Clock jitter




A log L(Af)

s

L4
~\: X .

|dBc/Hz ]

LS 2 Y
‘ ~§5
RO

Thermal noise

fHW—LC

Jec

Usually  f > | uw
in radio communications!

Spectrum

(/)

o0

| L(Aflanar=1

_Lfo

2 f uw

Drawing
not to
scale !

/

Oscillator spectral line

32 — Phase noise without approximations




Spectrum C
,  LAf)=o—05
Rl Ay

ANOt to scale! LC—oscillator 1/ f noise can be neglected
2 f uw=1 rwrn 1 (f0)2 1 k,T,F

Flat thermal noise can be neglected :
device f,,, or Planck law

Lorentzian spectral line Lorentzian line in Leeson's equation

o0

J L(Af)dAfZINIOL(Af)dAf:%.( Jo

2
.kBTOFT 1 JA f=
. —

—f %% Py = f?'{W-I-Af
_l. Jo 2.kBT0F. 1 arctan Af A= _kBToF. Jo 2. T
8 QL PO .fHW fHW Af=—o0 8PO QL fHW
2
nk,T,F [ f, Ml Example f,=3GHz Q,=10 :kBTOF. fo) :%
fw="%p 0, P,=0.ImW F=10dB 8Py \ Qs
S uw=14Hz [ 1y, =28Hz [l

| | | L(A f)=—3 ;
33 — Width of Lorentzian spectral line Suw+A f




Bandpass filter
WO TV hite noise o~ Fout(w)| 4
e |F,, (o)|=const. —~
linear device under test Spectrum analyzer

Test source .
Wj ier
Noise ~ K, ((D)‘ _ R
o —~ / Fout ((U >|
Bandpass

nonlinear device under test

Spectrum analyzer

---------------------- filter Ao
A A
log Fin<(1))| lOg Fom(m>‘
AW . |
Nonlinearity
// o

f es a ?
34 — Noise as test signal =k




Natural sources of random signals:

Thermal noise
Shot noise

Avalanche breakdown

Radioactive decay —— Address counter

Noise . —>
source Amplifier S&H A/D — Memory
Sampling Quantization

Shield from interference

Arbitrary-length cryptographic key:

Password (rather short key...)
Interference is not random!

Keys for DES, AES etc
One-time pad
(very long but unbreakable key!)

Interference might be intentional!

35 — Cryptographic-key source




MESSAGE MESSAGE
’ Amplification without :
noise not possible!

Transmission
path with low
attenuation.
optical

fiber

or radio in

Fresnel :
regi ONn MESSAGE

_ FEC adds delay!
36 — Noise cryptography




Divider p(x)=1+x"+x Sequence

- [ EXOR ga?e m=9
L \\X N =511
S l
Period

hift register
D QD Q- —o»@

D Q. »D QLD QLD QLD Q

e L

LFSR = Linear-Feedback Shift Register

Primitive polynomial p(x):1+xl+xm - max sequnce length N =2"—1

Spectrum

2™ ones and 2™'-1 zeros 4 IF(f)
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Two-valued autocorrelation with a BLFSR pseudo-random sequences
single very pronounced peak: are of NO cryptographic value:
- synchronization headers for algorithm Berlekamp-Massey 1969
data frames |
- Spreading seqguences in CDMA LFSR Sequences are the result Of
- accurate time transfer in radio - pure-mathematics that does.not
navigation (GPS, GLONASS) e appea’” anyWhel”e elSe in natW@’ "
Perfect frequency spectrum of
uniformly-spaced lines and
simple generation/checking:
- test sequences for all kinds of
telecommunication links
- data scrambling (randomization)
as part of line coding

Peak-to-average power ratio:

How to present ourselves to the -

LFSR: Pﬂml se: — ¥ mhabztcmts ofa nezghbor galaxy? -
(P) P How to find out that they look for uS? "

38 — Use of pseudo-random sequences
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